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| ML

What are they?

&] AI

What do they mean to me and to you?

Yesterday, Today, and Tomorrow?
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(Dr) José Jalr cardoso de Santanna

e ®

= Enthusiastic Cyber Security Practitioner

“THE DDoS guy”

DDOS-AS-A-SERVICE

= Cloud Security Lead @Northwave

= Assistant Professor @UTwente

= Public Speaker, Father, Husband, Marathoner, Triathlete
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The Yesterday

and Today




Definition(s):

Machine Learning: learning from data provided
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Optical Character
Recognition--0CR

(Mine + @)

Machine Learning: “learning from data provided”




Definition(s):

Machine Learning: learning from data provided

Artificial Intelligence: like a human in a task
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Google Translate

Dutch

Enter text

Camera ’ Conversation

A

Artificial Intelligence: like a human in a task!
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Definition(s):

Machine Learning: learning from data provided

Artificial Intelligence: like a human in a task

Artificial General Intelligence: multipurpose
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Multipurpose

Test scores of the Al relative to human performance
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Kiela et al. (2021) — Dynabench: Rethinking Bechmarking in NLP
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Multipurpose

Test scores of the Al relative to human performance
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Trained Data - Captcha

Type the characiars you see in the picture beiow

;ﬂg]j;?/./. & E'

Letlers are not case-sensitive . . G ——
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Multipurpose

Test scores of the Al relative to human performance

+20

Al srstems perform better than
the humans who did these tests
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Trained Data - Personal Assistants
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THe BIGGEST cHance:!

Test scores of the Al relative to human performance

+20
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Jair Santanna - You
Cloud Security Lead at Northwawve | Assistant P
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ChatGPT is like a “girl" that entered in all
the libraries of the world, read and memorize all the
books, and now she can answer almost anything that
were in those books.
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Definition(s):

Machine Learning: learning from data provided

Artificial Intelligence: like a human in a task

Artificial General Intelligence: multipurpose
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Robots

BIG DOG SPOT MINI

7

WILDCAT HANDLE SPOT MINI (+ARM)

[Boston Dynamics]
For automation in unstructured or hard-to-traverse spaces
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Robots - Humanoid

[Hanson Robotics]
For senior healthcare
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Robots - Humanoid

[Kokoro]
To resemble Prof. Nadia Magnenat Thalmann
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Robots - Humanoid

5 B
%5 N

Erica
[Laboratory of Osaka University]
Actress, to become a TV news anchor
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Robots - Humanoid

[Aidan Meller]
Artist
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Robots - Humanoid

Jia Jia
[University of Science and Technology Hefei/China]
Menial tasks in hospitals, nursing homes, restaurants, and households
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Robots - Humanoid

. ! A
CyberOne
[ Xiaomi]
Menial tasks in hospitals, nursing homes, restaurants, and households
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Robots - Humanoid

Al
[Mixi]
Menial tasks in hospitals, nursing homes, restaurants, and households
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Robots - Humanoid

[Engineered Arts]
A platform for developing technologies involving human-robot interaction
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Chat{Ro)Bots

BUSINESS
IMNSIDER OMODERNEMEN TECH

MEDERLAND

A video game company made a
bot the CEO, and its stock
climbed

Tang Yu (NetDragon): chief executive officer (CEO)

Meena (Google): conversation

BlenderBot (Meta): conversation

Lyro (Tidio): customer support

Rose Al (Rose): data visualization

Kuki Al (Steve Worswick): companion

Replika (Luka Inc): companion

Eviebot, Boibot, Pewdiebot, and Chimbot (Existor): companion
Erica (Bank of America): manage bank account

Khanmigo (Khan Academy): tutor and teacher’s assistant
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Definition(s):

Machine Learning: learning from data provided

Artificial Intelligence: like a human in a task

Artificial General Intelligence: multipurpose

, Northwave - All rights reserved - www.northwave cybersecurity.com TLP:AMBER+STRICT



Artificial General Intelligence (AGI)

Sparks of Artificial General Intelligence:
Early experiments with GPT-4

Sébastien Bubeck Varun Chandrasekaran Ronen Eldan Johannes Gehrke
Eric Horvitz Ece Kamar Peter Lee Yin Tat Lee Yuanzhi Li Scott Lundberg
Harsha Nori Hamid Palangi Marco Tulio Ribeiro Yi Zhang

Microsoft Research

(siven the breadth and depth of
GPT-4's capabilities, we believe that it could reasonably be viewed as an early (vet still incomplete) version
of an artificial general intelligence (AGI) system.
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The ultimate question:
“The meaning of life, the universe, and everything?”
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Definition(s):

Machine Learning: learning from data provided

Artificial Intelligence: like a human in a task
Artificial General Intelligence: multipurpose

Sentient machine: has feelings

TLP:AMBER+STRICT 30
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Sentient?

“Computing Machinery and Intelligence”

A QUANTERLY REVIEW

PSYCHOLOGY AND  PHILOSO! )
——

| propose to consider the question,

Blake Lemoine — ex. Google Engineer - Test Al bias Caq maochines. th’:”k?' This ShOUId.
(gender, ethnicity, and religion) — LaMDA project begin with definitions of the meaning

Google says Lemoine violated security rules: of the terms ‘machine’ and ‘think'.

"wholly unfounded" claims “The Imitation Game” == “Turing test"
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The Tomorrow
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— o

—éJJJ RUR LTE

ROSSUM'S
UNIVERSAL ROBOIS

KAREL CAPEK

Introduced the concept of artificial beings

made from synthetic materials, Robot.

Robots initially perform “menial labor “

eventually develop self-awareness
and against their human creators.
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HHDQOIDS\‘
DREAIMoF

eLECTRIC
SHEEP)




IROBOT
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What do they

mean to me and
to you?




Examples

"Txplain QUantem computing n
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ChatGPT
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Capabilties

Remecbers what yaer said
Sarhe i Ihe COMwersation

ASOwrs UM 1D (FTAADS oD
WD Cofrection

Limitations

May occascnaly genecats
PO NALITaALON

May GOCasonaly produce
hatrrfiul nstructions Or Daased
content

ow do I ke  MT TP Trared 10 Secine Inagoropriate

reQuUest In Javascripe?* requess Lmited knowledge of wond snd

overtts aMier JOY

G | 11/19 - S1 billion - Microsoft
Jan/21 - DALL-e released

Aug/21 - Codex released
Mar/22 - GPT 3 released

Sep/22 - Wisper release— Jun/22 - Githl.lb Copilot
Nov/22 - ChatGPT released (g Feb/23 - Bing Chat Al

Mar/23 - ChatGPT With GPT 4 guummmmm== Jul/23 — Bing Chat Al Enterprise
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*Accuracy
*Bias
Privacy
Integration
References
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Microsoft ‘Copilot’

Gitub Copilot (pythom, Ruby, Go, C#, C++, KQL, ARM, HCL)

Microsoft 365 COpilOt (Teams, Outlook, Word, Excel, PowerPoint)
Security COpilOt (MS Sentinel, DefenderS)

Windows Copilot

Biz Apps COp”Ot (Dynamics, Viva)

Power Platform* COpilOt (Power BI, Power Apps, Power Automate)
Quantum (q#) Copilot

APIls! Add-ons! Apps!
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More on GPT-4

The authors demonstrate that GPT-4 can
Introducing GPTs e e e e e perform novel and difficult tasks that
span mathematics, coding, vision,
medicine, law, psychology and more,
Craative Wikting Caach Loy without needing any special prompting.

(i s A B0 fedd pinal mdils dfed Qewis
i Faed Btk BS Byt o sl

[...] discuss the challenges and drawbacks
S = g s of GPT-4, such as its lack of planning, bias,
e b p " 5 and potential for misuse.

cad gaemes to playees of aey Shil
Sticker Whiz :
TH Pl 1oty i webbed] Sradntid Wila 1 | T'H P o Siiln 1o your el il
- ot ik, adupied IS youe oo -
(XN Christiaan 7:53 AM

bl Lar 2% (ilaTiish DeBgasd
| i

https://openai.com/blog/introducing-gpts

Hey man, have you seen this? https:/openai.com/blog/introducing-gpts

Could you get on top of that with SOC and SPO to see if it opens new possibilities?
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Sidenote
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https://www.nextbigfuture.com/2023/04/open-source-vicuna-claims-90-quality-vs-gpt-4.html

Sidenote

Training code

Evaluation
metncs

Training cost
(78)

Training cost
(138)

wama  (OX)

Publicly available
datasets
(1T token)

N/A

Academic benchmark
82K GPU-hours

135K GPU-hours
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Alpaca

Self-instruct from davinci-

003 API
(52K samples)

Available

Author evaluation

$500 (data) + $100
(training)

N/A

Vicuna

User-shared
conversations
(70K samples)

Available

GPT-4 assessment

$140 (training)

$300 (training)
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https://www.nextbigfuture.com/2023/04/open-source-vicuna-claims-90-quality-vs-gpt-4.html

Sidenote

nuggngface.co

* Hugging Face odels Solutions  Pricing

Datasets

The Al community
building the future.
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What do they

should mean to
me and to you?




Simplify Human Work

AUTOMATION
& - Speed
SCALABILITY =
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